® BANK OF OAK RIDGE

You matter here
WAYS TO PREVENT BUSINESS PAYMENT FRAUD

Many types of payment fraud, including ACH fraud and wire fraud, begin with deceptive messages
such as phishing emails, smishing texts, or Business Email Compromise (BEC). Criminals use these
tactics to gain trust, create urgency, and trick individuals and businesses into sharing sensitive
information or sending funds to fraudulent accounts. A few tactics that lead to payment fraud are:
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P < Be alert for unexpected emails, texts, or payment requests.

Do not click links or open attachments in unknown messages.

Always verify changes to payment instructions using a trusted, independent
contact method.

Use dual approval and internal controls for ACH/wire transactions.

Never share passwords or verification codes. We will not ask for passwords or
verification codes by text, phone, or any other method.

Monitor account activity regularly and enable real-time alerts.

BANK OF OAK RIDGE IS HERE FOR YOU
Bank of Oak Ridge partners with clients to help reduce fraud risk through layered controls and
fraud-prevention services, including:

* ACH Positive Pay: Detect and block unauthorized ACH debits

* Positive Pay: Identify unauthorized or altered checks before payment

e Account Alerts: Real-time notifications of account activity

* Payment Controls: Approval limits, dual authorization, and transaction monitoring

Visit www.bankofoakridge.com/positivepay to learn more.
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